Defend against the Al
that fights back.

The 2026 AI Security Lab
Briefing. Real attacks,
real code, real defense-—
—and the evidence trail

to prove your controls
held.
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GENERATIVE Al RETIRED THE SPELLING-AND-GRAMMAR TELL.

< 'The prose is flawless— L
o b that's the point. ﬁé’
] A machine wrote it. <o
- o Py ‘,l'.‘ﬂ"

Domain Age:
3 days

MODERN DETECTION READS PROVENANCE AND BEHAV!QP,



THE BREACHES OF 2026 CAME FROM Al
YOUR TRAINING NEVER COVERED.

Security pros now
rank agentic AI
the number-one
attack vector

for 2026.

*/ Lost in a single
deepfake video-
) call fraud when
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authorized

the wire.
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Case File: EcholLeak and the
Zero-Click Exfiltration

Al AGENT NODE: Al AGENT COMPROMISED:
mag RAL EE?E'ES]SIHG UNIT ECHOLEAK ACTIVATED
: 0 N
EMAIL PAGKET s |- < 2 \ ' AUTONOMOUS
AIL PA = s | - <
[SMTP: TCP/25] ANOMALY S e i - EXFILTRATION
INGESTION e | ' PATH
: : DETECTED o
A ZERO-CLICK

PHASE

Wik, =

. L
e " i
-.- . iy

:’
—— The human user node is visually bypassed

entirely. The agent was hijacked through <
content it simply read (CVE-2025-32711).

TATUS: INACTIVE/UNAWARE]
USER INTERACTION: NULL]
SECURITY POSTURE: UNDETECTEQ]

b

DATA EGRESS:
UNSECURED TUNNEL
[PORT: 4443/UDP]
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CASE FILE:

THE $25M DEEPFAKE
AUTHORIZATION

FORGED
SYNTHETIC MEDIA

SYNTHETIC MEDIA

INTERACTION

AUTHORIZED TRANSFERS
[ TOTALING ~$25M.
= l

LEGITIMATE
EMPLOYEE NODES

UNAUTHORIZED
WIRE TRANSFERS
(HONG KONG)



Case Files: Supply-Chain Weaponization and Least-Agency Failures

'SUPPLY-CHAIN WEAPONIZATION -

Weaponized trusted assistant: 950,000+
downstream installs compromised

o

[ LEAST-AGENCY FAILURES

.éiliim;ﬁ

Blast-radius failure with fff

no approval gate: autonomous
agent deletes live

production database
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The 2026 AI Threat Taxonomy Map

Agent/System-Level

Agent goal hijack
Rogue agents

MCP server poisoning
System-prompt leakage

Model-Level

Prompt injection
Vector-store poisoning
Adversarial evasion
Membership inference

Supply-Chain-Level

Model stealing

Data poisoning
Voice-clone fraud
Supply-chain compromise

“ l.T.If ” ’l-
AN |

The threat model broke. Defense requires securing the entire vertical stazl. ..



Legacy SecOps vs. Al-Native SecOps (2026)

Legacy SecOps AI-Native SecOps (2026)

=

1 Zero-click autonomous
Human-clicked Self-contained execution

v’ . | — S - Provenance/Behavior
' =‘?_ad‘£b 1 B P s Qs Tracking data packet and
mottes. I == ~ e, QS -

write rour > ==

contained data packet, a
secur-cut grid

| Grammar /Spelling /

Probabilistic ML Models
Static Rules

Autnmaticall{ filter and

mathematically controlling
streamaial anomalies

Verifiable SHA-256
Process documentation

evidence chain

An unbreakable, transparent
digital record

Attackers automated. Most defenses didn't.
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The Al Security Lab: Defend Al systems,
and prove it held.
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The 2026 Curriculum Architecture

Agentic & Application Security

LLM App Security (OWASP 2025),
Agentic AI Security (OWASP 2026),
Synthetic Media Defense

Detection & ML Defense

ML Detection Engineering, Adversarial ML,
Cloud, Pipeline & SOC

Foundations & Governance

Foundations & AI Decision Discipline,
Supply-Chain Integrity, Risk,
Compliance & The Capstone

T Germini

Motetsook



ML Detection Engineering: Meeting the Base-Rate Trap

- 22 o Filter: 99% Recall

/— Result: 85% False Positives

print("recall”, m['rec'], "precision”, m['prec'])
# >> recall 0.99 precision 0.155 <- the base-rate trap
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Adversarial ML: Crafting and Defending FGSM & PGD Attacks

e —
safe SP2 =

-

NS Adversarial Nudge

T T !
e

Execute real gradient descent.
Edit the code and watch the
objectives respond in your browser.

| Adversarial Trainiae
& Privacy Boundary
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Securing the Model and Controlling the Agent

LLM Application Security Agentic Al Security
Anchored to the 2025 OWASP LLM Top 10 Anchored to the 2026 Agentic Top 10

Guardrail stacks
for system-prompt
leakage and
vector-store
poisoning

Goal hijack
prevention, least
agency design,
rogue ageilCu
containment, and




The Evidence Architecture: Defense you can mathematically prove.

In 2026, a defense you cryptographically prove is a defense you don't have.
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Built for the people who have to defend this.

ity Engineers

AL & Platform Risk, GRC &
neers
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Built by S
omeone who h
to a model-risk committzz answered
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Parameters of the Engagement

Execution

58+ hours of practicals. Three

stations run real Python

in-browser, grading actual -
Z

“H““ah computed results. Hng'f”""

Safety

Taught as red-team-analysis-
and-defense in sandboxed
systems. No working attack
artifacts are shipped.

Prerequisites

Starts at foundations (Python
tooling, threat modeling,
math intuition) and builds up.
Scaffolded programming.

Currency

Current to August 2026 (EU
AI Act, OWASP 2825/20626)
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The attackers didn’t wait. Neither should you.
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Start the free lab in your browser. No signup, nothing to install. Every artifact ships with a verifiable evidence chain.
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